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OmniAccess WLAN PRODUCT ADVISORY - 042213

Dear Alcatel-Lucent Customer:

The purpose of this advisory is to address an important issue that affects OmniAccess WLAN
Controllers. Alcatel-Lucent is notifying our customers and partners in advance of any public
posting to allow time to upgrade systems to minimize the vulnerability risk to customers.
Therefore this notice should not be widely distributed. The Alcatel-Lucent OmniAccess WLAN
products are distributed in cooperation with Aruba Networks. Aruba's public notification through
the Bugtraq advisory process is scheduled for April 22, 2013.

TITLE
Cross Site Scripting vulnerability in AOS-W Administration Web Interface.

SUMMARY

A persistent Cross Site Scripting vulnerability (XSS) was discovered that could be used to trigger
a XSS attack in the AOS-W Administration WebUI. It is possible for an outside attacker to trigger
the vulnerability without needing privileged access to the mobility controller.

AFFECTED VERSIONS
- -- WLAN AOS 6.1.x, 6.2.x

NOTE: This vulnerability manifests when the administrator is successfully logged in with valid
credentials and browses to the affected section of the AOS-W WebUI.
CVSS v2 BASE METRIC SCORE: 4.8 (AV:A/AC:L/AU:N/C:P/I:P/A:N)

WORKAROUNDS
Alcatel-Lucent recommends that all customers apply the appropriate patch as soon as practical.

SOLUTION
Alcatel-Lucent recommends that all customers apply the appropriate patch as soon as practical.

The following versions of AOS-W have the fix (any newer patch will also have the fix):
---AOS-W 6.1.3.7

---AOS-W 6.2.0.3

Please note: We highly recommend that you upgrade your WLAN Controller to the latest
available patch on the Service & Support site corresponding to your currently installed release.

Alcatel-Lucent Service & Support

OBTAINING FIXED FIRMWARE
Alcatel-Lucent customers can obtain the firmware on the support website:
http://service.esd.alcatel-lucent.com

Our Commitment to Enhancing Security

The Alcatel-Lucent OmniAccess WLAN products are distributed in cooperation with Aruba
Networks. Alcatel-Lucent will continue to work closely with Aruba Networks in order to
continuously enhance the security capabilities of the OAW products. Alcatel-Lucent will continue
to work with its partner to address these issues and communicate the latest updates.
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If you have any additional questions please feel free to contact us at
esd.support@alcatel-lucent.com.

North America Service and Support: 1-800-995-2696
Latin America Service and Support: 1-877-919-9526
European Service and Support: +33-38-855-6929
Asia Pacific Service and Support: +65-6240-8484

STATUS OF THIS NOTICE: Final

Although Alcatel-Lucent cannot guarantee the accuracy of all statements in this advisory, all of
the facts have been checked to the best of our ability. Alcatel-Lucent does not anticipate issuing
updated versions of this advisory unless there is some material change in the facts. Should there
be a significant change in the facts, Alcatel-Lucent may update this advisory.

(c) Copyright 2013 by Alcatel-Lucent

This advisory may be redistributed freely after the release date given at the top of the text,
provided that redistributed copies are complete and unmaodified, including all date and version
information.
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